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KIBEPBE3IIEKA SAK OAWH 3 MEXAHI3MIB 3ABE3IIEYEHHA
CTABLJIBHOI'O PO3BUTKY EKOHOMIKHU B YKPAIHI

KUBEPBE3OITACHOCTDB KAK OJIUH U3 MEXAHU3MOB OBECIIEYUEHU A
CTABMJIBHOI'O PA3ZBUTHUA DKOHOMHUKHU B YKPAUHE

CYBER SECURITY AS ONE OF THE MECHANISMS OF PROVIDING STABLE
DEVELOPMENT OF ECONOMICS IN UKRAINE

Y cmammi 0ocniodceno OCHOBHI YUHHUKU, WO BNAUBAIOMb HA UMOBIPHICMb €KOHOMIYHOL
cmpykmypu cmamu dicepmeoro Kibepamaxu. Po3zensanymo i npoamanizosano OCHOBHI WIAXU,
IHcmpymenmu 1 Mexauizmu peanizayii kibepamax. Y cmammi npoawanizoeaHo npuyuHu i
HACNIOKU OCMAHHIX HAUMACUWMAOHIWUX amak )y Kibepnpocmopi, AKi mMaiu micye i0oymucs Ha
mepumopii Vkpainu i aki Oyiu cnpamMoeawi, y momy Yucii, Ha CmpameiuHo 8adciugi O
PO36UMKY HAYIOHANLHOI eKonomiku cmpykmypu. Ha ocnmosi mpoananizosanux oanux, axi O6ynu
HAOaHi AK YKPAIHCOKUMU, MAK [ 3aKOPOOHHUMU KOMNAHIAMU, OY10 6U3HAYEHO OCHOBHI MeHOeHYii
w000 pO36UMK)Y MeXaHizMié [ wiAxie peanizayii, 3minu macwimabie i yacmomu Kibepamax 8
3anexcHocmi 8i0 po3mipy i piGHs 3aXUCMY eKOHOMIYHOI cmpykmypu. Y yiti cmammi makooic
NPOAHANI308AHO OCHOBHI MEXAHIZMU mMaA [HCMpymMeHmu 3axucmy ingopmayii. Busnaueno
OOYiNbHICMb  UMPAM  CHPAMOBAHUX HA 3axucm IH¢opmayii, cmpameziuno 8axdciugoi 0.
@ynKkyionysanms i po36umky 0y0b-aK0oi eKOHOMIYHOI CIMPYKMYPU.

KurouoBi cioBa: kibepOesneka; iHdopmaliiiina Oe3neka; kibepaTaka; 30MTKH; CHUCTEMHU
3aXUCTY; IHCTPYMEHTH 3aXMCTy 1HPOpMaIlil; EKOHOMIYHA CTPYKTYpa.

B cmamve uccnreoosamnvl ocnogubie pakmopul, enusa0wue Ha 6ePOSIMHOCHb IKOHOMUYECKOU
CMPYKMypul cmams  dcepmeoi Kubepamaxu. Paccmompenvt u npoanmanuzuposamvl OCHOGHblE
NYMu, UHCMPYMEeHmbl U MeXanusmvl pearuzayuu Kubepamak. B cmamve npoananuzuposamvl
APUYUHBL U NOCIeOCMEUSI NOCIEOHUX MACWMAOHBIX amax 6 Kubepnpocmpaucmee, Komopwvle
UMenu Mecmo COCMOAMbCA HA meppumopuu Ykpaunvl u ObLIU HANPAGIEHbl, 8 MOM 4ucie, Hd
cmpamezudecKu 8adcHvle O pa3eUumusi HAYUOHAIbHOU 3KOHOMUKU cmpykmypul. Ha ochose
NPOAHANUZUPOBAHHBIX OAHHBIX, KOMOpble Obliu NpeodoCmAasienbl KAK YKPAUHCKUMU, MAK U
3apyOedNCHLIMU KOMNAHUAMU, OblLAU ONpedeleHbl OCHOBHble MEeHOCHYUU PA3GUMUSL MEXAHUIMO8 U
nymeti peanuzayuu, UsMeHeHus Macumado u 4acmomul Kubepamax 6 3a8ucumocmu om pasmepa
U YPOGHs 3auumbsl SKOHOMUYECKOU cmpyKmypel. B smou cmamve makoice npoananusuposamsl
OCHOBHbIE MEXAHUZMbL U UHCIPYMeHmbl 3auumsl ungopmayuu. Onpedenena yerecooopazsHocmy
pacxo008, HANPAGIEHHLIX HA  3AWUMY  UHGOpMAayuu, CmMpamecudyecku  6adCHOU 0.4
GDYHKYUOHUPOBAHUSA U PA36UMUS TH0O0U IKOHOMUUECKOU CIMPYKMYPbL.

KiroueBble cioBa: kubepbe3omacHOCTb, MH(OpMaIoHHas 0e30macHOCTh, KuOeparaka,
YOBITKH, CHCTEMBI 3aIIUTHI, THCTPYMEHTHI 3aIIUTH HH(POpMAIH, SJKOHOMHYECKAs CTPYKTYpa.



This article explores the main factors that affect the likelihood of becoming a victim of the
economic structure cyber-attacks. Considered and analyzed basic ways, tools and mechanisms for
implementing cyber-attacks. The article analyzes the causes and consequences of recent attacks in
cyberspace largest, which were held in Ukraine and that, were sent, including the strategically
important for the development of the national economy structure. Based on the analyzed data that
were provided by Ukrainian and foreign companies, were the basic trends in the development of
mechanisms and ways to implement changes the scale and frequency of cyber-attacks, depending
on the size and level of protection of economic structure. This article also analyzes the main
mechanisms and instruments of information security. Determined feasibility costs aimed at
protecting the information strategically important for the functioning and development of any
economic structure.

Keywords: cybersecurity, information security, cyberattack, losses, protection systems,
information protection tools, economic structure.

Beryn. I3 po3BUTKOM 1 3ampOBaJKEHHSM 1H(GOPMALIIITHUX TEXHOJIOTIH Bce
roCTpllIE TIOCTA€ MUTaHHA KiOepOe3NeKu, a TaKkoXk TpaaulliHOI 1H()OopMaLIiHOT
oesneku. [IpoTsIroM ocTaHHIX POKIB 3HAYHO 3pOCIa KUIBKICTh 1 AKICTh KiOepaTak
Ha pIi3HI cepH IiATBHOCTI JIOJMHU, 30KpEMa Ha €KOHOMIUHI CTPYKTYpH. 3aX01u
o0 3a0e3MedeHHs] TpaauLiiHOiI 1HpopMaliitHoi Oe3nekn 1 KibepOe3neku
NPU3BOJATH A0 BUTPAT, a BAAJIl KiOepaTaku — 10 30UTKIB.

AKTyaJbHICTh JJaHOT TEMU OYEBHUIHA, OCKUIbKU 3a0€3MedeHHs] Oe3MeKu poOoTu
IPOMUCIIOBO CTpaTETriYHUX OO’€KTIB € BAXKIMBOIO CKJIAJJOBOIO PO3BUTKY HE JIMLIE
OKpPEMO B34TOI CTPYKTYPH, & 1 EKOHOMIKH KpaiHU B IJIIOMY.

Oxpemy yBary BapTO HOPUIUIMTH aBTOPAM-HAyKOBISIM, B Hpalix SKUX
posrisaanacs 1aHa TeMaTuKa JOoCHipkeHHs, a came: M. M. beskopoBaitusbiii, A. JI.
Taty3os, JI. B. JIy6os,O. Illaxoramn, 1. JIozora, C. I'matiok, C. B. Menbauk, O. A.
bapanos, B. 1. XapueHko Ta iH.

IlocranoBka 3aBaanHs. Iloctae mpoOrema po3paxyHKy CymMu 30UTKIB
BHACIIJIOK BJAIKMX KiOepaTak Ha EKOHOMIYHY CTPYKTYpPY.

BianoBigHO 10 MOCTaBAEHOTO 3aBAaHHs OyJIM MOCTABJICHI Taki LUI: BUZBHAUYUTH
OCHOBHI YWHHUKH, $IKI 3yMOBIIOIOTh, a TAaKOX BIUIMBAIOTh HAa WMOBIPHICTH
ki0epaTak; MpoaHai3yBaTH MOKJIMBI HACHIJKH, SIKI MOXYTh OYTH CHPUYHMHEHI
BHACIIJIOK YCIIIIHUX Ki0epaTak; 3’sCcyBaThd HMOBIPHI BUTpPaTH Ha MEXaHI3MHU
Oe3rneku iHpopMaIii.

MetopoJioria. [lpu miaroroBmi AaHOTO JOCHIKEHHS OYyJIO BUKOPHUCTAHO
METOJIOJIOTII0, IO CIHMPAETHCA Ha Taki Jpkepena iH(opMallii - yHIBEpCUTETH,
JOCIITHUIIbK] ~ THCTUTYTH, AaHAJIITUYHI I[EHTPU 1 EKCIEePTHI OMHUTYBAaHHS,
JOCTIKEHHSI CTATUCTUYHUX 1 aHAIITHYHUX areHTCTB.

Jnst Toro, mo0 MOCHIKEHHS Majo OlIbIl TI00anbHUN Xapaktep Oynu
BUKOPUCTaHI MaTepialii 13 akaJeMiuHuX 0a3 [aHUX, EJIEKTPOHHUX O10/10TeK,
InTepuery, BeO-caiiTiB  cHeUiali30BaHUX  IHCTUTYUIA 1 1HIIMX  JDHKeped.
OmnpailtoBaHHs I[bOTO HA0OPY JAAHUX 1 CTAJIO OCHOBOKO JUIsl BUSHAYEHHSI OCHOBHMX



TEHJICHIII PO3BUTKY KiOepOe3neKkH 1 BIUIMBY KiOEpHpoCcTOpy Ha (DYHKI[IOHYBAaHHS
K OKPEMHUX CTPYKTYP TaK 1 EKOHOMIKH B IIJIOMY.

Takox OynM 3acTOCOBaHi 1 3arajbHO HAyKOBI METOJAM JOCTIKEHHS: aHaTI3y,
1HIYKII11, CACTEMHOTI'O aHaJli3y, abcTparyBaHHs.

Pe3yabTaTH aociaimkeHHs. BiamoBiHO 10 NpoaHalli30BaHUX JaHUX OYJIO
BCTAaHOBJICHO OCHOBHI 3aKOHOMIPHOCTI I110/1I0 TIPOBECHHS Ki0epaTak Ha €eKOHOMIUHI
CTPYKTYpH:

— 3POCTaHHSA CKJIAIHOCTI CTPYKTYPH aTak, KOTPi MOXYTh IPOBOJUTHUCH Y
JIEKiJIbKa eTariB, a TAaKOX repeadauyBaTy OUIBLIICTh BapiaHTIB MOXKIUBOT MPOTH/IIT;

— BIUIUB Ha BeO-cepBepa, K HOCIT 1 KOOPAWHATOPH CTPATETIYHO Ba)KJIMBOT
iH(DOopMaIrii KoMITaHifi,

— 3pOCTaHHS YacTKM KibepaTtak sK 1 Ha iHQopMaliiiHy iHQpacTpyKTypy BEITUKHX
KOpIioparii, BaJIMBUX IPOMHUCIOBUX 1 CTpaTeriyHUX OO0’ €KTIB, JCp)KaBHUX
CTPYKTYp, TaK 1 Ha Ha MaJIui 1 cepeaniil 6i3nec[1, c. 22].

Ha nanuii MOMEHT MM MOKE€MO BIJICIHIJKOBYBAaTH TEHJIEHIIIIO JO 3POCTaHHS
KUIBKOCTI Jpkepen kioeparak. [Ipo 1ie cBiqyaTh faHi, mo Hajxae kommadis Deutsche
Telekom (rpagik 1)[5].
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I'padik 1. KinbkicTs 3adikcoBaHuX KibepaTak Ha MICSIb

Takox MOKHa MPOCIHIIKYBaTH TEHACHINIO II0JI0 BUOOpPY croco0y Hamamy Ha
00’ekT. 3a OCTaHHI T SITh MICSIIB OIBIIICTh KiOepaTak OynM CHpsiMOBaHI Ha
000JIOHKY a00 KOHCOJb, TOOTO Ha YaCTUHY ONEpPALIfHOI CUCTEMH, L0 CIYTy€e
IHTEPIPETATOPOM 1 HA TEPMiHAJI CUCTEMHOI'O aIMIHICTPYBaHHS BIJIIIOBITHO.

[Ipo Taky TeHAEHLiIO MpPU BUOOpPI MEXaHI3MY 1 CHOPSIMOBAHOCTI KiOepaTaku
CBiluaTh cTaTHCTUYHI AaHi HaxaHi Deutsche Telekom (rpadik 2) [5].

VYemix Takux aTak Ha MpsSMY 3aJI€KUTh BiJl ONEpaliiHOl CUCTEMH MalllMHU Ha

AKy cropsiMoBaHa araka. JlimepamMu 3a KUIBKICTIHO BCTAaHOBJIEHHX CHCTEM



3ayIMIIaThes  pi3Hl  auctpuOytuBu Windows 1 Linux. Cmig 3ragatv, 1o
oOCIIyrOByBaHHS MalllMHU Ha Linux € aemeBmuM dYepe3 OE3KOIITOBHICTH IIi€l
CHUCTEMHM, MPOTE TAKOXK CJiJ BII3HAYUTH 1 BIAKPUTHHN KoJ Linux, 1Mo J0MOMOXE
aTaKyI4Yill CTOpOHI BUSBUTH HEJOJIKH 1 Ca0Ki MICIA y cCUCTeMi 3axucTy. Biaram
JTUCTPUOYTUB OIEpaIiiHOT CUCTEMH, SIKUM BCTAHOBJICHHMH Ha OOCITYroBYIOUIM
MalMHI 00’€KTa € OJHUM 13 BHU3HAYHMX YMHHHKIB, IO BIUIMBAIOTh Ha PIBEHb
Ki0ep3axuIeHHOCTI CTPYKTypu. OCTaHHIM 4YacoM MOMYJSPHUMH CTajdd aTakud Ha
BeO-cepBepa came depe3 ssh MmpoTokos, siuii BUKOPUCTOBYETHCS JJIA JIOCTYITY IO
KepyBaHHsI BeO-cepBepa came Ha cucteMi Linux. To6To Takuit Bua kibepaTtak — 1e
(dbakTUYHO HaAMaa Ha CepBep, Ha SKOMY 30epiraloTbCsi CTpaTeriyHO Ba)JIMB1 JaHi, a
TaKOX YacTO JlaHi, KOTpi HEOOXimHI A1 KoopauHallii BeO-caliTy abo BebO-cepBicy
00’ekta Hamamy. OcoOiMBOIO HEOE3MEKOI TaKWX aTak € Te, M0 BOHH Maiibke
MOBHICTIO Mapali3yioTh 1HGOpMaliiHy 1HGPACTPYKTYypy 00’€KTa Hamaay 1 30UTKH,
CIIPUYMHEHI, TAKOIO KiOepaTakoro, BIAMOBIIHO OyAyTh TJI00ATBHIIIMMHU.
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I'padix 2. [TopiBHAHHS KIJTBKOCTI KiOepaTak Ha pi3HI iHPOpPMaIliliHI CTPYKTypHU
Ha MICALb

Xapaktep 1 yacTora KibepaTak, a TakoX MacmTabu 30MTKIB BiJf HUX TaKOX
3aJIeXKUTH BiJl C(hepu AIsUIBHOCTI 1 MacTabiB CTPYKTYPH 00’ €KTa HAmay.

Oco0nMBO HEraTUBHI HACIIIKY JII BAPOOHUYOI chepr HECYTh 3a COOOI0 aTaku
Ha mpoMuciioBl 00’ekth. Hacmigkamu kibepatak Ha HPOMHUCTOBI 00'€KTH MOXKY
OyTH He JIMIlIe BUTIK BUTOKOM KOH(IACHIIINHUX AaHUX 1 (DiHAHCOB1 BTpaTamu, aje 1
MOBHA 3yMMHKA BUPOOHUIITBA, 110 MOKE MPU3BECTH IO TEXHOTEHHOI KaTacTpodu|[2,
c. 58]. Bapto 3aragatu kibeparaky Ha iHPPACTPYKTypHI 00’ €KTH YKpaiHU B ramysi
eHEepreTuku, KoTpa Bigdynacek 23 rpyans 2015 poky. Ll kibepaTaka nmpuszsena 10
TUMYacOBOT0 MAacIITa0HOTO BIJIMKHEHHSI €JIEKTPOEHEPTii SK MIHIMyM B TPbOX



perionax Ykpainu (Ha Ilpukapmarti, B KuiBcbkiii Ta UepHiBelbkoi 00J1acTsX).
3aranom 0e3 enekTpoeHeprii 3amummiock 220 Tucsy crnoxuBadiB (1% Bcix
CHEePrOKOPUCTYBaYiB KpaiHH). A HEIOBIJIYCK eJIeKTpoeHeprii craHoBuB 73 MBT-u
cymapHoio BaprticTio 79,5 Tucsu rpuBenb (0.015% Binm pobGoBoro o0'eMy
CHOKUBaHHS YKpaiHu). A 30UTKM Ha BIJHOBJIEHHS BUPOOHMYOTO MpOIECy 1 Ha
HAJIaro/KeHHs 1H(QOPMaLiifHOT CTPYKTYpH OLIHIOIOThCS mpubauzHo 234,7 Tuc.,
rpH. [IpoTe 1 cyma He BpaxoBye Ti€l MIKOIHU, Ky MOKE 3aBAaTH MiIIPUEMCTBY
aTaKyroua CTOpPOHA, IO MiJ Yyac MPOBEJECHHS aTaku OTPUMaJia CPATEriuHO BAXKIHUBY
1H(pOpMAITi0 MO0 TEXHOJIOTIYHOTO MpoIiecy 1 piHaHCOBOI 3BITHOCTI [6].

KiGepaTaku cuibHiIIE 1 YacTille 3a4inaloTh Majuil 1 cepe/iHiil 613HeC, OCKUIBKH
Taki KOMIIaHli MOMHJIKOBO BBaXalOTh cebe “HelikaBUMH~ B IUIaHI 1H(OpMamiiftHuX
pecypciB, KOTPUMH BOJIOJIIIOTb.

Konu 310Mu CTOCYIOTBCS BEJNMKUX OpraHizailiii, TO OCTaHHI, SIK MPaBUIIO,
NOTPAIUISIOTh i NpUIia rpoManackkux 3MI. OpHak HacmpaBii BOHU CTaHOBJIATH
JUIIE HEBEIMKUH BIJICOTOK BiJ 3arajibHOi KIIBKOCTI aTak, sKi BigOyBarOTbCs
mopoky. Ha npaktuiii, 71 BiICOTOK 3710MiB 6a3 TaHUX JOBOJUTHCS camMe Ha Majuil
O13HecC.

CnpsimoBanuii  ¢immHr (Spear Phishing) 1 «Watering Holes» — wHaiOuibm
NOIIMPEHI TUIM aTak. ¥ 91 BiCOTKY KibepaTak (IIIMHT € IEPILIOO JIHIEI aTaku. Y
TON 4ac SIK TpaauUiiHI (DIIIMHr-aTaKu PO3KUHYJIH IIUPOKY MEPEXKY, PO3CUIAI0YU
€JIEKTPOHHI JINCTH COTHAM a00 THUCS4YaM aJpecariB, CHPSAMOBaHI (IIIMHI-aTaKU
(rapnynnmii ¢imumar, Spear Phishing) Haiineni Ha HeBENMKI MIATPYNU JIIOJIEH, SIK
paBUJIO, CIIIBPOOITHUKIB KOMIIAHIH.

[Haxpail, sKkuid IUIaHy€e CHOPSAMOBaHY (DIIIMHr-aTaky, MOXE CTBOPHUTH
banbmMBUN €JIEKTPOHHY ajpecy CIIBpOOITHMKAa 1 3 HHOTO HANUCATH KUIbKOM
JIETITUMHUM CIiBpOOITHUKAM, 3alUTYIOUX 1H(QOpMaIli0 Mpo KommaHio. ymaioun,
III0 BOHU CIUJIKYIOTHCS 3 KOJIETO0, JISTITUMHI CIIIBPOOITHUKH MOXYTh HAJaTH IIFO
iH(popmarrito. I caMe TyT mocrae NMUTaHHS HaJAIITYBaHHS KOPIMOPATUBHOI MOMITH, a
came SPF mudpoBoro mianucy, 3HaueHHs SIKOTO 1 BU3HAYAE cepBepa 3 AKX MOKHA
HAJICUJIaTU TOWTY 3 KOpPIOpaTUBHOro AoMeHy [4]. Takoxx BaXJIMBUM €Tarom
3aXMCTY € TIePEeBIPKa TEXHIYHOTO 3aTr0JIOBKY JINCTA, B SIKOMY MICTUThCS 1H(pOpMAIIis
PO Yac HaJCUJIAHHS JIUCTA 1 MOWITOBI cepBepU. TOX MOCTa€E MUTAHHS IHCTPYKTAKY
poOoYOro mepcoHaly WI0J0 OCHOBHMX MpaBWi 1H(QOpMaIIAHOI Oe3neKu.
[TpoBeneHHsT TaKOTO TPEHIHTY AJIsi POOOUYOTO MEPCOHANTY HE MPHU3BEIE 0 BEIHKUX
3aTpar, MpoTe MOXKE MOMEPEIUTH TOCUTh 3HAUHI 3arpo3u.

VY pa3i BukopuctaHHsi crparerii araku tuny «Watering Holes» xakepu
PO3MINIYIOTh IIKIJIMBI TPOTpaMH B KOJI BeO-CalTiB, sIKIi 3 HaWOUIBIIOIO
HMOBIPHICTIO BIJBIAYIOTh CIIIBPOOITHUKMA KOMIMaHIi, IO aTakyeTbesa. Ko
MpaIliBHUK 3aXOANTh HA TAKUW CANUT 3 KOMI'IOTEpa KOMIaHii, BCSI Mepeka KOMITaHii
MO3Ke€ MiIaTUCA BipyCy, 0 30upaTuMe JaHi.



[IpuunHa Toro, YoMy KiOeparakaM MHIJIAEThCA caMe€ MaJlui 1 cepeaHiil Oi3Hec
JIOCUTh TpocTa. Benuki opradizaiii, sk NMpaBwio, 30epiraloTh BaXKJIWB1 JaHl Ha
BJIACHUX CEpBEpax, B TOM Yac sIK MaJjii Ta cepe/iHI OpEeHIYIOTh BiJIJJalIeH] cepBepa.

Manomy Ta cepeaHboMy Oi3HECY HEOOXIJHO CTaTh OLIbIN 3aXUIICHUMH. 3a
CTATUCTUKOIO OLIbIIE IMOJOBHHU MmiaAnpueMcTB B CnonydeHomy KoposiBCTBI He
BXKUBAIOTh OyAb-SIKUX MPEBEHTUBHUX 3aXOJiB, 1100 3aXUCTUTU ceOe Bij KibepaTak.
Kpim TOro, 85 BIACOTKIB HaBiTh HE IUIAHYIOTh 30UIBIINTH CBOi OIOKETH Ha
6e3neI<y, HE JMBJIAYUCH Ha TOM (akT, MO KIJIBKICTh aTaK 3pocTae. Le p06I/ITB Maui
1 cepenHiii 6i13HEC 0COOIMBO TPUBAOIMBUM IS xaKepua SIK1 JTFOOJIATH JIETKI MIIIICH.

Yucno MIKIAIMBUX nporpam 301IBIIYETHCA, 1 BOHU HE p03H13HaIOTI>C$I v
MuHynoMy poti, kommanis Dell 3i10pana 37 MiTbHOHIB YHIKQJIBHUX IIKIITUBUX
3pa3kKiB, 10 Maibke B JBa pa3u Ouble, HIK Oyio 316pano B 2015 pomi. Komu 1mi
aTakd 3JIIACHIOIOTHCS omocepenkoBaHo uepe3 «Watering Holesy, Hemae mex, 1o
BU3HAYAIOTh, IO Bipyc OyJe MOIIMPIOBATHCS TUIBKM Ha BEJMKI KoMraHii. Terep
J0J1aMO TOM (PaKT, 110 MIAMPUEMCTBA MAJIOTO 1 CEPEIHBOTO Oi3HECY MalOTh MEHIIE
3aXMCHUX Oap'epiB — 3aKOHOMIPHO, W0 MaJl MIANPUEMCTBA BIAUYBaIOTh
MaKCUMaJIbHY Bary Takux aTak.

Manuii 1 cepenHiii 6i3HeC — BOpoTa J0 BEIUKUX Kopropaiii. B xiam 2013
POKY, XaKepu OTpUMajd HOMEpU KpeAuTHuX KapT 40 MUIbHOHIB KIII€HTIB 3 0a3u
JAHUX MYHKTY npojaxiB Target, BKpaBIIu OOJIKOBI JIaHI y MpOBaiijiepa KOHTAKTIB
Target — HVAC. Lle OyB He TIJIbKHA OAWH 3 HAHOUIBIINX 3JIOMIB B 1CTOPI1 pO31piOHOL
toprieii CIIA, ane BiH Harazias CBITY, SIK 3JI0BMUCHUKHA MOXYTh BUKOPUCTOBYBATH
HE3aXMIIEHUX MNPEJICTABHUKIB MaJOro Ta CEPEIHBOr0 O13HECY B SIKOCTI BOPIT IO
BeMKuX Kopropaniid [3]. TodTto g0 3aTpaT Ha KidepOe3meKy MoOKHA JOJaTH HE
JIMIIIE BUTPATH HA BJIACHI MAITMHU 1 OOCIYTOBYIOYl CEPBICH 1 MEXaHI3MU 3aXUCTY, a
TaKOX 1HBECTHIN1 y 3a0e3rnedeHHs Ki0epOe3neku i MaJuX KOMIIaHii-apTHEPIB,
SK1 BOJIOJIIFOTH JAHUMH, IO MOXXYTh OyTH BUKOPHCTaHI ISl Hamajay Ha BEIUKY
KOMIIaHIIo.

JIyist O1BIIIOCTI MPEACTABHUKIB MAJOro Ta CEPEIHbOrO OI3HECY 3JI0MH HECYTh
Bakkl Hacuigku. Illo poOWUTh 1F0 TEHJACHII0O 3HAYHUM TMPHBOAOM  JIS
3aHEMOKOEHHS, TaK IIe Te, 0 OlJbIlla YacTHHA MAaJIoTO 1 CepeIHbOro Oi3HeCy
MPOCTO HE MOXE MEPEKUTH 3]I0M JAAHUX. 3TOMH MOXYTh OYTH JOPOTHUMHU i, KOJIH
0a3a JaHUX HE MiJUIsrae BiAHOBJICHHIO, OpraHi3allii Majioro i cepeaHboro Oi3Hecy
CTUKAIOThCSl HE TUIBKU 3 pernyTaliiHUMU MpodjieMaMu, aje 1 3 onepaiiHuMu — y
68 BIZCOTKIB MIANPUEMCTB MAJIOTO 1 CEPEAHBOTO O13HECY HEMAE TPUBAJIOro Oi3Hec-
IUTaHy Ha BUMNAAOK 3JI0MYy. BTpaTu BUSBISIOTHCS HACTIUIBKM 3HAYHUMH, 1m0 60
BIJICOTKIB 3MYILI€HI 3aKPUTHUCS MIPOTATOM 6 MICSIIIB MICIS 37I0MY JaHUX.

Sxmo mogaty A0 1MX TPOOJIEM BUCOKY TOIIMPEHICTh BTPATH JaHUX Uepes
3ary0neHnx abo BKpaJeHUX TMPHUCTPOIB, TO CTAE OYEBUIHUM, IO I Majoro i
cepenHboro Oi3HECYy HACTaB 4Yac MOCTABUTHCS 10 MUTaHb OE3MEeKU JaHWUX OUIBII
CEpUO3HO.



OnnHa 3 HaWOLTBIIKX TIepeBar MaJIOTo 1 CepeaHBOTO O13HECY — 1€ 3AaTHICTh OyTH
IIBUJIKUMU 1 MOOUThbHUMU. KOMaHAM TakuX MiANPHEMCTB 1HOAI MOOOIIOTHCS, IO
MOCWJICHHSI O€3MeKH O3HayaTUMe BTpaTy MNPOAYKTHUBHOCTI, TaK K KOPHUCTyBaui
3arpy3HyTh y IIporiecax ayTeHTHIKaIIii.

OnHak € KiJIbKa crocoOiB It JOCSITHEHHsI O€3IeKH BiJ XakepiB 1 BTpaTu abo
KpaJi’KK{ JeBaiciB 0e3 BCTAHOBJICHHS BEIMKOI KiJTbKOCTI OOMEXEHb Ha ISsITIbHICTD
NpaliBHUKIB, a TaKOXK 0e3 Baromux (hiHAHCOBHX 3aTpaT Ha 3abe3meueHHs poOOTH
Takoro mexaHizmy. OJIHAM 3 TPHUKIAIB TaKUX CIOCOOIB 3aXHCTy HaHUX MOXKE
BUCTynatu Oe3nepepBHe MmH@pyBaHHSA. ChOroJHI MOXKIMBO 3aXUCTUTH AaHi, Je O
BOHM He 30epirajiucsi, — Ha MOOUIBHOMY YH MPUCTPOi ad0 Ha HACTUIHHOMY,
MOPTATUBHUX YW Media-CXOBHUIAX a00 XMapi, — HE YCKIATHIOYH TOCTYI JIJIs
CHiBpoOITHUKIB. 3 Oe3nepepBHUM MIM(PPYyBaHHSAM, CHIBPOOITHUKH MOXKYTh MaTu
JIOCTYT 1 OOMIHIOBATHCS JAaHUMH, HE BUTPAYar0Yu yac Ha HaJAMIpHI 3aX0/1u Oe3MeKu
1 HE MalOYM CIPaBU 3 MOBLIHLHOIO 3aBaHTAXKECHHIM 1H(hOpMaIIii.

Takox 1HCTpyMEHTOM 3axucTy iHGOpMAIl MOXE CIyryBaTH pO3IIMpPEHA
ayreHtudikaiis, mo o0'eqHye Kinbka (opm ayrteHTtudikamii ajisg Toro, moob
MEePEeKOHATUCS B TOMY, IIO JIIOJH, SIKI HAMArarThCs OTPUMATH JOCTYI JO JaHUX
KOMIIaHii, € THUMH, KHM BOHHU TMpPEACTaBIAIOThCI. KommaHii  MOXYTb
BUKOPUCTOBYBaTM KOMOIHAIII0 amapaTHOl ayTeHTU(ikauii, ayTreHTH]ikauii Ha
OCHOB1 OOJIIKOBOTO 3aIKCYy 1 NUISIXOM HU(PPOBOro MiANKUCY, 00 MEPEKOHATUCS, 11O
HIXTO HE OTPUMAE JOCTYI A0 (paiiiiiB, AKi iM HE JO3BOJICHO OAYUTH.

Takox He ciig HEXTyBaTH MPOTpaMy CTPUMYBaHHS 3arpo3. ChOroHIINIHI
porpaMu CTPUMYBaHHs IIKIVIMBHX TIPOTrpaM aBTOMATUYHO PO3Mi3HAIOTH 1
3YNUHSAIOTh MIKIAJIWUBI  TPOrpaMH  TEpII, HDK Ti MOmHpATHCs. [Iporpamm
CTPUMYBaHHS 3arpo3 BKa3yloTh Opay3epam 3amycKaTH HaWOUIbII 4YacTi aJpecHi
MpOTpaMH Y BIPTyaJIbHOMY CEpEIOBHINI. TaKWM YMHOM, HaBITh SKIIO IpalliBHUK
BIJIBIIy€ CTOPIHKY, sIKa MICTUTh WIKIJJIMBY Iporpamy, Iig Iporpama HE MOXKe
CIIPAIFOBATH 1 aTaKyBaTH BJIACHHMKA omepalliiftHoi cuctemu. Kpim Toro, 111 cucreMu
MOXYTh BU3HAYUTH MIKIJJIMBI aTaky, IPYHTYIOUHCh Ha MOBEAIHKOBUX (DakTopax, a
HE Ha Minucax, TOMy KOMIIaHis MOYKe 3yIMHUTH notupeHHs arak 0-day (zero-day
3arpo3a — Zero-day; mkiiguBi MpOTrpaMu, MPOTH SKUX I HE PO3pOOJICHI 3aXUCHI
MEXaHi3MH ).

Crin 3aHa4uTH, 10 OiIbITIAa YACTHHA BUIE3TaJaHUX THCTPYMEHTIB VIS 3aXHUCTY
iH(popmalllii € Oe3KOWTOBHUMU 1 BOoAgHouac HaaiiHuMu. Tox poOoTta
KBamiQikoBaHOTO (HaxiBIsg JOMOMOXKE YHUKHYTH BHUTPAT Ha JOpOTe IMpOrpamMHE
3a0€3MeUeHHS.

BucHoBku. TakuM YHMHOM, MOKHAa 3pOOWTH BHCHOBOK IIIOJI0 OCHOBHHUX
YUHHUKIB, 10 BIUIMBAIOTh HA WMOBIPHICTh I CTPYKTYpPH CTaTH KEPTBOIO
kiOeparaku. BiqnoBiiHO BU3HAUEHO T'OJIOBHI YNHHUKU: MEXaHI3M 3aXUCTY CEpBEpY,
KUl 30epirae, KOOPAWHYE 1 Tepeaac Ba)JIMBl JlaHI KOMIAHii; HasBHICTh I[IHHOT
iH(popMarIlli y po3mopsKeHHI KOMMaHIi; 0013HaHICTh MPAIIOIY0ro MEePCOHANTY 3



NuTaHb  1HQOpMaIiitHOT Oe3NeKH; BUKOPUCTAHHS 1HCTPYMEHTIB PO3IIMPEHO]
ayTeHTu(IKaIlli, IHCTPYMEHTIB CTPUMYBAHHS MOIIUPEHHS 3arpo3 ToIo. Takox ciif
3a3HAYMTHU, W10 BTUICHHS 3a3HAYEHUX METOJMIB 3axucTy iHdopmMmalii y poOoTi
peasbHOT EKOHOMIYHOi CTPYKTYpH 3HA4YHO 3MEHIINTh PHU3UK CTAaTH >KEPTBOIO
Kibeparaku.

Jlireparypa:

1. be3skoposaitaeiii M.M. Kubepbe3onacHOCTh MOIXO0ABI K ONpeeaeHu0 ToHATus / M.M.
Bbeskopogaiinsiii, A.JI. Tary3oB // Bonpocsl kubep6ezonacHoctu. — 2014. — Nel (2). — C. 22-27.
[Enextponnuii pecypc] — Pexum moctymy: http://cyberleninka.ru/article/n/kiberbezopasnost-
podhody-k-opredeleniyu-ponyatiya

2. T'matrox C. Pexomenparii moao po3poOku cTparterii 3a0e3reueHHs KiOepOes3neku
VYkpainu / O. lllaxosau, 1. Jlozoa, C. ['mattok // 3axuct indopmarii. — Tom 18. — 2016. — Nel. —
57-65. [EnextpoHHMit pecypc] — Pexum
nocrymy:http://jrnl.nau.edu.ua/index.php/Zl/article/viewFile/10113/13301

3. dy6os JI.B. Crpateriuni acnexktu kibepOesneku Ykpainu [Texct] / Hy6oB JImutpo
Bonogumuposuu // Ctpareriudi nmpiopuTeTy : [HayK.-aHaIT. mokBapT. 30.] / Ham. iH-T cTparer.
nocmimk. — Kuis : HICJ], 2013. — 2013. Ne 4(29). — C. 119-126. — biGmiorp. : c. 125-126

4. http://www.openspf.org/SPF_Record_Syntax

5. http://lwww .sicherheitstacho.eu/

6.http://zillya.ua/zillya-antivirus-provela-analiz-kiberatak-na-infrastrukturni-ob-kti-ukra-ni


http://www.openspf.org/SPF_Record_Syntax
http://www.sicherheitstacho.eu/
http://zillya.ua/zillya-antivirus-provela-analiz-kiberatak-na-infrastrukturni-ob-kti-ukra-ni

